If You Are
Me, Then
Who Am I?

California Office of Privacy Protection




What is identity theft?

2
O Identity theft is taking someone’s personal
information ....
O Credit card number ’ y
CIAL SECURY
O Bank account number SO Ty
000'- 00'>0000

O Driver’s license number 7 >
: JOHN DOE

O Social Security number

O Medical information —
O Etc.

0 Without permission...



What is identity theft?

S
O ... and using it for an unlawful purpose.
O Opening credit accounts

O Making charges on an existing account

O Getting medical care

O Providing identity on arrest

Credit Caru‘ o
John Smith '

1234 5678 9101 1 ’



How Often Does It Happen?

0 11.1 million in 2009 — 1.2 victim every 3
seconds
0 Ages 18-24 most likely to be victims
-

X Victim Of
\ dentity Thef

Source: Javelin Research & Strategy, 2/10



Consequences of ID Theft
S

0 Clearing up identity theft is a pain.

O It can take 40 hours or more for an identity theft

victim to clear up his or her situation.




Consequences of ID Theft

0Having your
identity stolen can
prevent you from:

OGetting college
loans, car loans,
and credit cards

ORenting an
apartment

O0Getting a job




DON'T BE THE NEXT VICTIM!

- What You Can Do to Protect Yourself



Protect Your SSN: The Key to ID
Theft

0 Don't carry your Social Security card or
anything with your Social Security number in

your wallet or bag.




Review Your Bills Right Away

0 Open your credit card bills and bank
statements when they arrive and read them
carefully.

0 Report problems promptly.

— " v America anda:
h H“tercard Bankof. @m.m Standards STEmEN AuATHENS "
‘5‘““;‘, L . BERrerma R o
% 3664 8903 399! A T . ¥ &
A Jackson trmri SCaterment - Ty Jane. 200] Online Banking R SRl s
1 Canal Street Statement date: 06/11/08 cralts ol T T
'm'm. ‘=r1 iﬂ'ﬂ rEaLEnS m ] ign off successiul. Thank you for usin Inline Banking.
Gr;(y!own Q: 21848 tospend ¥ ’ iy i JJAMES S BRUENE ! : '
074.7 lerie ot eSatement when yous are finided Eormfread e J
AB12 3BC & . : : " fin i 0000000706750
©) current batance: £125.24 s 10 will ;o chose subermatically! [y s customer. you have been identified 10 receive this -
Pilatinum Visa® Busing C far
© creanuime: £1.200 | - ':,',:: atinum Visa® Business Card ofe N _
PR e -9
« 0% Introductory APR on balance N\
Payment due daf o ) ety . )
6, 7ihes SADSTerY IR HOVWIMDIT 2008 [T S——
. Paymans X
i « Variable rate currently as low as & Purchases and Deblts 70675
©) Minenum payment Cand Mg 1020 e Croan n
2 HE Avwitia crost ' Newbstncs _______S70675
; Minimum payment dus 50,00
o Interest charges Please note that you will lose your introductory rate if Ouewtons? Lo or Stien Cars =
=/ APR 14.9% (variable you exceed your credit limit. close your account or are e
( ) Py o Gt - ot wih & payment Also. ol payments you make wil bs P A s
d Joby. 200 applied to lowest APR balances first. Aer your fixed VB0 YU B To ecete A DT o
Credit card statement s ey fote expied; you wil receive & vriatle APR DA ou8 OATE UM ASOVE 20 i
Posiing  Hefarence ) on purchases and balance transfers. currently as low as THE NEXT BUSNESS DAY.
L S S A R 108 M BT
123901 L1683 20 na: .
it g Bl o A0 e ol o i ol o o here for Frequently Asked Quest b T =]
oeras 0L 12MPOK Payment recerves. thank you 164,40 [rere— - vt
Qurs Cars 1
125008 wioos  seewar () ww receess, ux .
195008 191008 AP Jane's Diner, UK Tim Tim ET 1] 1) 'I--u..ﬂl- i Select ‘Accept Now to complete the acceptance
183008 181008 OWBC1 Great books, UK - =1 certficate and get an Instant Decision in 50 seconds o
29008 241006 EIIOMO el LK T e ET L] ] ) e
22008 240000 03TUPO Sty in Sueh, L 2% . . et Tas o L e
Tm  im 1 sk,
e () -
Sows  swom: B e o I s imaseaes
R T - o FINANCE CHARGES 000  Puchases 1002% 1250% 5000
- = N . /e have the right to change your terms, rates and fees at any time, for any o s 000
New balance £125.24 b= o b reason, in accordance with the Business Card agreement and applicable law.
P AN e Please see the Terms and Conditions for important information concerning this TAKE ADVANTAGE OF THE NONEY.SAVNG OFFERS FROM
E offer. If you do not have a PDF viewer, you can download a free copy of Adobe SERVICES ON THE ENCLOSEO CREDT PERKS P
™ ams e Acrobat Reader here.
you st sy N
J ' E L You can choose to stop receiving “prescreened” offers of cradit from this and e s s o e e Gt v
o s U L ther Companss by caingtl e 1-665.567-0685. Cic hae to readthe = o) S it w o v
’ PRESCREEN & QPT-QUT NOTICE for more information about prescreened offers = o e
W T KPR G ams ] Impartant intormation.
’ we w0 » ’ . Poge 1002 2039 w00 0N 00 w0 .

Tie 7w KERME: ) s ] el B



Shred Sensitive Documents

S0
1 Shred before
discarding

o Bills with account
numbers

O Bank statements

1 Use a cross-cut
shredder




6 Degrees of Identity Theft

O Sure, you trust your roommate or classmate.

0 But what about their friends?




Clean Your Room!

0 Keep bills, bank
statements, and ID
cards out of sight.




Organized criminal
groups are after
personal
information.
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Beware of ‘“free’” software bearing gifts!



P2P Software Can Let Spies In

0 Software to download and share music and

movies can open up your computer to hackers.

0 Make sure you have protective software
installed — and up to date.

blubster>)

get blubster today!
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8l of home

computers lack
basic security
protections.



Protect Your Computer

0 Use an Internet firewall.

0 Keep your operating system & browser up to
date.

O Install anti-virus & anti-
spyware software.

O Keep it up to date.

GETTY IMAGES




Don't Do Your Banking Where You
Have Your Coffee

-1 Free wireless may
not be secure.

-1 Be careful about
exposing personal
information in public
“hot spots.”




Beware of "Phishing” Emails

A

Dear online customer!

For security purposes your account has been randomly chosen for verification.

To verify your account information we are asking you to provide us with all the data we are requesting.
Otherwise we will not be able to verify your identity and access to your account will be denied.

Please fill this form to verify your account details.

Thank you.

/

Welcome to

IBanking

E 2] ;

User 1D

PIN |

Submit |

= Problem with vour login? Click here for help .

& Security Tip : What should you know about phishing? Click here
for more information.

& Knowing how to protect your PIN.

& Forgot your PIN ? Simply complete and send us the DBS iBanking
Update Form and we will send you a new PIN.

S —




Don't Get Hooked by a Phish

[\ R "N 1 Don’t give out your

personal
information unless
you initiated the

0

contact.

)

4




Your Credit Reports

-
Businesses check your credit report before
letting you:
O Get a credit card or a loan
O Buy insurance
O Rent an apartment
O Get a job
Your report contains info on your payment
history.

O Provided by companies you get credit from.



Review Your Credit Reports

-
0 Three national credit bureaus:
OEquifax, TransUnion, Experian

0 Starting at age 18, order your reports at
least once a year.

0 One FREE credit report from EACH credit
bureau each year.

0 Call 1-877-322-8228 or go to

www.annualcreditreport.com.



i
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Look for Signs of ID Theft

0 ACCOUNTS: Look for accounts you don'’t
recognize.

O INQUIRIES: Look for “inquiries” you didn’t ask
for.

0 PERSONAL INFORMATION: Look for addresses

where you’ve never lived, other names, other
Social Security numbers.



What if you think you're an ID
theft victim?

0 Contact the California Office of Privacy
Protection!



1-866-785-9663
WWW.pPrivacy.ca.gov



